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ABSTRACT 
Most of today's electronic devices are becoming smart and traditional house doors are lagging behind 

this technology. With the development of technology, the need for remote and rapid control of devices 

has increased. With the internet of objects, it was possible to make the devices remotely available over 

a Wi-Fi network. In this study, remote control of the devices has been done by using ESP32 development 

board which includes Wi-Fi module. Here, an intelligent system consisting of ESP32, android based 

remote control application, solenoid door lock, fingerprint sensor, RFID card reader and keypad is 

provided. With the ESP32 module, doors that can be controlled remotely and intelligently can be 

controlled and transmit data instantly. So; a device that is controllable, safe, economic, easy to control. 

 

Keywords: Internet of Things, ESP32, Sensor, Smart Door Lock. 

 

 

1. INTRODUCTION 

As most of today's electronic devices have 

become smart, the lack of change in traditional 

doors has caused them to lag behind technology. 

In fact, everyone is a key for doors that cannot 

be opened without a mechanical key. The same 

can be said for the credit, bank, transportation 

or personnel cards used. It is thought that 

mechanical switches should disappear and keep 

up with technology. In these cases, the doors 

can be controlled remotely or without a key, 

either with the keypad on the door panel, 

fingerprint or card reader, with a scanner or a 

mobile application. Thus, a safer, easier and 

more economical life will be provided. 

 

The Internet of Things enables devices to 

communicate with each other. Intelligent 

systems are developed to facilitate people's 

lives, to benefit economically, to save energy 

and to ensure human life safety. Changing the 

opening of doors with traditional methods has 

been made possible by the Internet of Things. 

There are studies in the literature in which these 

methods are applied separately. Park et al. 

conducted a study in which the door was 

integrated into the smart home system and 

controlled with the help of sensors [1]. Kassem 

et al. performed smart lock study using a 

wireless security system [2]. Delgado et al. 

studied for keys that cannot be physically 

cloned for smart lock systems using bluetooth 

[3]. Merkepçi and Özyazıcı worked on 

fingerprint-based door lock and personnel 

attendance control system [4]. Verma worked 

on a digital security system with door lock 

system using RFID technology [5]. Mishra et al. 

conducted research on the security of passwords 

in lock systems and concluded that they provide 

adequate security [6]. Turak worked on the 

internet and security of objects and shared them 

by mentioning a few problems. [7]. Uçar 

worked on the internet of things, smart 

classrooms and student tracking system [8]. 

Andreas et al. studied the door security system 

for home monitoring based on ESP32 [9]. 

Hwang and Baek worked on a wireless access 

monitoring and control system based on a 

digital door lock [10]. Mandula et al. studied 

mobile-based home automation using the 

Internet of things [11]. Süzen and Kayaalp 

designed an Arduino-based computer aided 

measurement system for students taking physics 

courses to use in laboratory applications [12]. 

Çelebi et al. a 6-axis robot arm, which is one of 

the industrial automation systems and widely 

used, was designed and produced with a 3D 

printer [13]. 
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In this study, using the Internet of Things 

technology, which is a module of Industry 4.0, 

an open source programmable ESP32 card, a 

smart door lock that can be accessed with both 

remote control and fingerprint sensor and RFID 

Card reader, was carried out. 

 

2. INDUSTRY 4.0 AND THE INTERNET 

OF THINGS 

2.1. Industry 4.0 

The Internet of Things is like a change that is 

extensively restructuring the industry, it could 

even be said to be the next industrial revolution. 

This revolution is an innovation that follows the 

mechanization (1800), mass production (1900) 

and automation (2000) revolutions. As the 

fourth generation; It is an approach where 

software and hardware are monitored, analyzed 

and managed through the networks of the world. 

This approach; It is a term adopted by 

companies, universities, trade unions and the 

government in Germany [14]. It also represents 

the vision of the future of manufacturing not 

only in Germany but worldwide. The main 

purpose of this initiative is the desire to have the 

latest manufacturing technologies, starting from 

the term "smart factory". B.Heuchemer, vice 

president of marketing at Siemens, a technology 

company based in Germany, said that the aim of 

Industry 4.0; He said that restructuring the 

industry by combining virtual, physical and 

cyber systems and producing a new product is 

to ensure that it remains active continuously 

[15]. 

 

2.2. Internet of Things 

The Internet of Things is defined as a world-

wide network of uniquely addressable objects 

created between each other, and all addressed 

objects in this network are in communication 

with each other through certain protocols. Also; 

It is possible to say a system of devices that 

communicate with each other, connect with 

each other using various types of 

communication protocols, and have formed a 

smart, giant network by sharing information 

with each other. With the Internet of Things, 

first used by Ashton in 1999, each object will 

have the ability to be accessed over a network. 

It is estimated that by 2020 there will be more 

than 24 billion IoT devices. 

 

Studies in the field of home automation are 

generally carried out on water and energy 

consumption [16]. Apart from these, remote 

control applications, thief detection and attack 

systems are established for museums. However, 

the most important risk factors for these systems 

are security and user privacy. In a study related 

to this, a total of 32 risk factors were 

determined, four of which were defined as 

serious risks. These are risks linked to software 

vulnerabilities and human behavior: Privacy, 

security, risk analysis, security and privacy 

design. In order to remove these risks, security 

and privacy must be properly integrated into the 

designed system at the initial design stage [17]. 

All objects in home automation communicate 

with each other via wireless networks. For this 

to happen, a machine-machine based smart 

home and security system can be set up. Cloud 

computing and smart building-based 

technologies can be used in a building and 

facility that cooperates with various sensors 

(detection devices) and can work efficiently. 

The use of building monitoring and 

management systems is very important for the 

energy consumed by smart buildings to be more 

efficient. The cloud-based building 

management system to be installed 

automatically selects the optimum feature of 

computer resources and storages [17]. 

 

3. MATERIALS AND METHODS 

ESP32 is an open-source programmable 

electronic circuit. It has been produced to 

realize Internet of Things applications in an 

economical way. "C ++" programming 

language is used to program the ESP32 board. 

In order to convert the created algorithm into a 

language that the device can understand, it was 

connected to the card with the Arduino IDE 

program and the codes written were uploaded to 

the card [18]. The most important reason for this 

card to be preferred is that it can connect to 

wireless networks and it allows other devices to 

connect by spreading its own internet network. 

Flow diagram of the designed system is given 

in Figure 1. 
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Figure 1. Flow diagram of the system. 

 
Figure 2. The electrical connection diagram of the 

designed hardware. 

 

3.1. Hardware Design 

In addition to the ESP32 card used as the 

processor of the designed system, Adafurid 

brand fingerprint sensor, RFID Card reader 

module, 12 V solenoid lock mechanism, 3x4 

matrix keypad, adapter, 5 V to 3.3 V converter 

regulator and the chassis parts printed from the 

3D printer. are available. A 5 V relay circuit has 

been integrated into the system in order to 

trigger the open or closed positions of the 

solenoid lock. The electrical connection 

diagram of the designed hardware is shown in 

Figure 2. After the electronic design is 

completed, a case and panel are designed in a 

design program. Later, these designs were 

produced with a 3D printer (Figure 3). All parts 

are designed modularly for easy assembly. The 

assembled form is shown in Figure 4. 

 

 

 
Figure 3. Panel part printed on a 3D printer. 

 

 
Figure 4. The case and panel assembled. 

 

3.2. Software Design 

The system can be controlled both via internet 

browser and mobile application. The mobile 

application is programmed for android devices 

with the site named "App Inverter" and its 

output is shown in Figure 5. Turkish was chosen 

as the user language of the designed program. 

When the lock is always active, no input can be 

made on the device. In order to activate it, it is 

necessary to press the "Sürekli kapat" button on 

the application. 
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Figure 5. Door open status in Android application. 

 

From the moment the device is turned on, it 

waits for the user to input using any method. 

Data entered; If it matches the one in the 

memory, the lock opens and closes 

automatically after a while. If the incoming data 

does not match, it gives an audible and visual 

warning. Methods that can be input: 

• By entering the password, which was 

previously stored in the memory and 

can be changed by the administrator at 

any time, from the keypad. 

• By scanning one of the compatible 

fingerprints on the sensor, which were 

previously stored in memory and can be 

changed by the administrator at any 

time. 

• Using one of the entry cards previously 

stored in memory. 

• By opening the door with the button 

inside for the exit. 

• By pressing the relevant button on the 

internet browser or mobile application. 

 

In Figure 6 and Figure 7, fingerprints are 

separated from each other and shown on the 

screen according to the user registration 

number. 

 

 
Figure 6. Smart Door Lock Warning: Approved 

fingerprint. 

 

 
Figure 7. Smart Door Lock Warning:  

Rejected fingerprint. 

 

To add a new fingerprint, a new and idle user 

number is prompted to be entered and saved. 

Finger deletion proceeds in the same way. In 

addition, these operations are only activated by 

the administrator using the application, with the 

signal sent from the application, and can be 

performed after entering the administrator 

password correctly. These interventions are 

shown in Figure 8. 

 

 
Figure 8. Smart Door Lock Operations: Admin 

Login. 

 

When logging in with an RFID card, it can open 

the door after reading one of the cards in the 

memory. Regardless of whether it is true or 

false, the "ID" numbers of all cards read on the 

screen are shown in Figure 9. 

 

 
Figure 9. ID number of the unconfirmed card. 

 

The last added sound feature is; It is added to 

test the buzzer and lights in the system and it is 
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possible to make a melody on the application if 

desired. 

 

4. DISCUSSION AND CONCLUSION 

Providing remote control of electrical devices 

and goods provides serious security and 

economic savings. It is certain that smart locks 

will make people's lives noticeably easier in the 

market. In this study, an exemplary smart door 

lock prototype was created by using the ESP32 

development board, designing an android 

application and creating a safe from a 3D 

printer. With the application created, the door 

can be controlled by accessing the application at 

every point via Wi-Fi. The final product is 

obtained by assembling the electronic 

components to the parts printed from the three-

dimensional printer. Thus; An auditable, safe, 

easy-to-control and developable prototype was 

designed.  
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